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The perimeter of  the talk 
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Responses 

Requests 

Client Server 

Hacker 

Exploit vulnerabilities: 

- code injection 

-  Bypass attacks  

- � 

 

Misuse the application by : 
- Exploiting flaws in the application 
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Looking for bugs and other errors 



Testing  Detecting inconsistencies between 
implementation and specification 

Testing 
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Design for testability 
Design for trust 
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(2) Design for trust 
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Security testing is two fold 

Responses 

Requests 

Client Server 

Tester 

“as a hacker” 

(Pentest) 

Security 
mechanisms 

Web app. firewall 

Information 
System 

er” 

Tester of the 

Security policy 

Security 
mechanisms 



Security testing is two fold
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We Know 

We'd like to Know 



 

 
 

 

 

 

  2 precision recall
precision recall



Sahs, J.; Khan, L., "A Machine Learning Approach to Android Malware Detection," Intelligence 
and Security Informatics Conference (EISIC), 2012 European , pp.141,147, 22-24 Aug. 2012 
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Sahs, J.; Khan, L., "A Machine Learning 
Approach to Android Malware Detection," 
Intelligence and Security Informatics Conference 
(EISIC), 2012 European , pp.141,147, 22-24 Aug. 
2012 

One of our own experiments, very similar 

Our 10-fold results are much better... 
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? 
But still not exactly good at large... 
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Security testing is two fold 

Responses 

Requests 

Client Server 

Security 
mechanisms 

Web app. firewall 

Information 
System 

Tester of the 

Security policy 

Security 
mechanisms 



Ideal architecture for a secure system 

•  Low coupling 
– security mechanisms  
– business objects 

•  Traceability  
– security requirements <-> security mechanisms 

•  Separate security components: 
– Control and correction 
– More evolvable 
– BUT : the business logic design must be flexible 
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– 

Test cases 
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Security mechanism architecture 

PDP: policy decision point – contains the policy 

PEP: policy enforcement point – enforces the policy 

Example 
of PEP 



 
 

R1: Student or secretary  
cannot change grades 

R2: Professor, Secretary or 
Lecturer can change or read 
grades or records 

R3: Student can Change  
or read records 

84 
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 Security policy: “rights and duties” 

•   Access Control 
– Rules 

•  Express permissions or prohibitions for users to access 
some resources of the system 

•  Based on an Access control models (RBAC, OrBAC, MAC, 
DAC, ...) 

“Permission(Library, Teacher, Borrow, Book, WorkingDays)” 

•  Obligation policies 
– 
– 
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Inactive Active Fulfilled 

Violated Fulfilled 
Violated 

End(Ca) 

End(Ca) 

Inactive 
Violated 

End(Ca) 

Start Oblig Create duty 

Instantiation  

Abstract 

Concrete 

Start(Ca) Fulfilled 

Start(Cv) 

Fulfilled End(Ca) 
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�Security requirements: a library management system 

  offer services to manage books in a public library  

  books can be borrowed and returned on working days. When the library is closed, 
users can not borrow books. When a book is already borrowed, a user can make a 
reservation for this book. When the book is available, the user can borrow it.  

  managed by an administrator ( create, modify and remove accounts for new users).  

  A secretary who can order books, add them in the LMS when they are delivered. The 
secretary can also fix the damaged books (maintenance days)‏ 

  The director of the library has the same accesses than the secretary and he can also 
consult the accounts of the employees  

  The administrator and the secretary can consult all accounts of users.   

  All users can consult the list of books in the library  

  Three types of users: public users who can borrow 5 books for 3 weeks, students who 
can borrow 10 books for 3 weeks and teachers who can borrow 10 books for 2 months 
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The LMS case study 

•  Examples of rules 
–  Permission(Library,Administrator, ModifyAccount, BorrowerAccount, WorkingDays). 
–  Permission(Library,Personnel, FixBook, Book, MaintenanceDay) 
–  Prohibition(Library,Personnel, FixBook, Book, WorkingDay) 

Roles

ActivitiesViews

Contexts



Application

DB

Components
(Security mechanisms,

Access control)
Use

Components
(Security mechanisms,

Access control) Use

Communicate
(Input validation, 

security 
protections)  Collaborate



•  Simulating access control flaws 
–  Permission and prohibition – Rule s type errors (PRP-PPR) 
  

–  Role and context – Parameter errors (RRD-CRD). 
  

 
 

Mutation operators 



–  Hierarchy errors on roles and activities (RPD-ADP) 

–  Rule addition for checking tests robustness (ANR) 

–  Property : A mutated rule has a higher priority than the 
other rules 

Mutation operators 



Number of mutants 
Operator category Op.  LMS ASMS VMS 

Basic 
Mutation 
operators 

Type 
changing  PPR 22 89 36 

PRP 19 41 70 
P a r a m e t e r 
changing  RRD 60 650 530 

CRD 60 520 318 
H i e r a r c h y 
changing  RPD 5 20 20 

APD 5 0 20 
Rule adding operator ANR 200 736 432 
Total 371 2056 1426 
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• 
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Issue1 and 2: security testing is a specific target 

#test 
cases Basic 

security 
mutants 

ANR 

LMS CR2 35 100% 17% 
Adv. tests 154 59% 100% 

ASMS CR2 110 100% 16% 
Adv. tests 614 69% 100% 

VMS CR2 106 100% 32% 
Adv. tests 384 72% 100% 

•  Advanced security test cases kill all ANR mutants 
–  a costly task 

•  But fail in killing all basic security mutants 
•  Both criteria are thus needed to be fully efficient in testing 

the security mechanisms 



Issue1 and 2: security testing is a specific target 
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Functional test suite 

Test 1 

Test 6 
Test 5 

Test 3 

Test 4 

Test 2 

Test 7

Impacted test suite 

Test 1 

Test 6 

Test 3 

Test 2 

Test7



Issue 4: Drawbacks for Obligation testing 

   Manual implementation of mutation operators 
 
• 

• 
– 

• 
– 
– 
– 



SP2 
R1 
R2 
� 
Rn-1 
Rn 

+ 
R’1 
R’2 
� 
Rp 

TS
2 

TR1 
TR2 
� 
TRn-1 
TRn 

+ 

TR’1 
TR’2 
� 
TRp 

SP1 
R1 
R2 
� 
Rn-1 
Rn 

TS1 
TR1 
TR2 
� 
TRn-1 
TRn 

SPi: Security Policy i 
TSi : Test suite i 
PDPi: Policy Decision Point i  
TRi:Test rule i 

Issue 5: Dealing with security policy evolutions 
(with Alexander Pretschner) 

 



Issue 5: Explicit/hidden security mechanisms 

explicit 

hidden 



PDP1 

Business logic1 (1) 
TS1 

SPi: Security Policy i 
TSi : Test suite i 
PDPi: Policy Decision Point i  

x % Pass 
Hard-wired rate = x 
x ≤ 100 

Reapply  test cases to check the security policy « hard-coding » rate 

PDP

Business logic

PDP

Business logic
: a legacy system 

Issue 5: Test driven audit of the current system 



Issue 5: Flexibility of the VMS case study 

Flexible Rigid 
rules System 

flexibility 
results 20 36 0.35 

Function/Activity Flexibility 
updatePersonnelAccount 1 
updateUserAccount 1 
askToSpeak 0.13 
leaveMeeting 0.14 
overSpeaking 1 
closeMeeting 1 
setMeetingAgenda 0.14 
setMeetingModerator 0.14 
speakInMeeting 0.14 
setMeetingTitle 0.14 
deleteUserAccount 1 
openMeeting 1 
handOver 1 
deletePersonnelAccount 1 

Resource\View F l e x . 
rules Hard-wired 

rules All Flexibility 
Meeting 12 36 48 0.25 
PersonnelAccount 6 0 6 1 
UserAccount 2 0 2 1 



PEP PEP PEP PEP PEP 

PDP 

PEP 
PEP 

PEP 
PEP 

PEP PEP 
PEP 

PEP 

PEP 
PEP 

PDP 
PDP 

PDP PDP PDP 
PDP 

PDP 
PDP 

PDP 

Initial Architecture 

Synergic Architecture Non-Synergic Architecture 
106 

P P

DP 

EP 
PEP 

PEPEP PEP

PDP 



Issue 6: Performances improvements of 
security policies (with Tao Xie’s team)

• 
– 

• 
– 

– 
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Issue8: A Model-Based Testing for Access 
Control Policies 

Dianxiang Xu, Lijo Thomas, Michael Kent 
Dakota State University, USA 

Tejeddine Mouelhi, Yves Le Traon 
University of Luxembourg, Luxembourg 



Model-Based Testing 
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MISTA 

111 

MID 

Petri nets,  
FSM, Contracts 

Petri nets, 
Attack trees Petri nets Contracts & 

Access Control 
Rules 



Constructing Test Models  
•  Composition of multiple nets 
•  Test data and initial settings  
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Empirical Studies: Results 

 

 

113 

Models Tests Mutation Analysis 
T P TC LOC M K FDR 

LMS 73 27 207 3,086 243 233 95.9% 
ASMS 126 30 179 4,680 914 914 100% 



Conclusion and research challenges 

•  A qualification process 
•  Some challenges 

–  Test generation for security policies 
•  Formal models 
•  MBT 
•  Combinatorial testing 

–  Test performances vs. security 
–  Regression testing when the security policy 

evolves 
 



Putting the cloud under pressure



Tests must scale too:  
Peer-to-peer Load Testing / elasticity testing

• Test methodology 
• Normal load 
• Distributed Denial of Service Attacks (DDoS) 



Tests must scale too:  
Peer-to-peer Load Testing

• Test methodology 
• Test language for the cloud / test elasticity vs. Fault tolerance 
• Distributed Denial of Service Attacks (DDoS) 
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